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THE ISO CYBER LIABILITY POLICY
(Called the “Information Security Protection Policy”,

EC 00 10, edition date of 01, 2014)

This will be a brief description of the coverages under the ISO policy listed above.  There are eight insuring agreements, and 
the insured can buy any or all of them.  The first three insuring agreements are issued on a claims-made basis, so there will 
be a retro date that will preclude coverage for any occurrence that happens before that date.  There is also a “Basic Extended 
Reporting Period” of 30 days when the coverage ends, with an option to buy a longer “Supplemental Extended Reporting 
Period” to keep the policy alive for an occurrence that has already happened but has not yet been reported.  The length of the 
Supplemental reporting endorsement will depend on the wishes of the insured, the cost of coverage and the underwriting 
criteria of the insurance carrier.  Also, all defense costs are payable within the policy limits and not over and above.  Something 
to keep in mind when you discuss limits with your client.

1.  Web Site Publishing Liability – sometimes called “Content Liability”, this insuring agreement will cover wrongful acts that 
include any actual or alleged error, misstatement or misleading statement posted or published on the insured’s website that 
results in:

 a.  infringement of another’s copyright, title, slogan, trademark, trade name, trade dress service mark or service name 
(much broader coverage than what is provided by the Personal Injury Coverage B of the General Liability policies);

 b.  any form of defamation;

 c.  violation of a person’s right of privacy.  

2.  Security Breach Liability – this insuring agreement will cover any actual or alleged neglect, breach of duty or omission by 
an insured that results in another party acquiring personal information (social security number, health care numbers, etc.).  It 
covers actual claims as well as regulatory proceedings that are required by the Federal Trade Commission, other federal groups, 
as well as any state or local governmental body.  It has a dollar limit for the breach and also a sublimit for the defense costs, fines 
and penalties (if insurable by law).  These defense expenses include cost to notify affected parties, hiring experts to determine 
what caused the breach and how to remedy it, hiring a call center, etc.  (Please check my previous article that was published in 
the second quarter and look at the explanation of the $800,000 cyber loss that demonstrates how large these security breaches 
can be).

3.  Programming Errors and Omissions – this insuring agreement will cover a loss that results from an actual or alleged 
programming error or omission that results in the disclosure of your client’s personal information.

4.  Replacement Or Restoration Of Electro0nic Data – this insuring agreement covers the loss of data from 
an “e-commerce incident” (virus, malicious code, denial of service attack, etc.).  Unlike the first three insuring 
agreement, it is first party coverage for the insured.

5.  Extortion Threats – this insuring agreement covers a loss to an insured caused by threats such as 
destruction of the insured’s data, the publishing of personal information, inflicting within the insured’s 
computer system the crime of “ransomware” (software that encrypts the insured’s data and demands a 
ransom payment), etc.

6.  B usiness Income And Extra Expense – this again is first party coverage to pay for losses the insured 
receives because of a virus, malicious code, etc.  This would provide coverage for a data related loss 
that our regular Business Income and Extra Expense coverage will not cover.
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7.  Public Relations Expense – this will cover the insured’s reputation which can deteriorate after a cyber loss, including loss to 
the insured’s products and services.

8.  Security Breach Expense – this is an available separate coverage for a security breach.  Again, please check my previous 
article for a run-down on what such a breach can cost.

Our clients can purchase any or all of the 8 insuring agreements.  Each of these ISO insuring agreements have an aggregate 
limit.  There is also a policy aggregate limit of liability.  Once this limit is reached by any number of losses, there is no further 
obligation on the part of the insurance carrier to defend or pay.

Here is a list of some of the 23 exclusions: war, nuclear, bodily injury and property damage liability, an unexplained or 
indeterminate failure or malfunction of the computer system, shutdown of the internet, failure of satellites, violation of the 
Patent Act, the Trade Secrets Act, etc., any pollution incident, any act that began before the policy period, Employment practices, 
costs to upgrade the computer systems, insured vs. insured claims, etc.  The reason for so many exclusions is simple – this policy 
covers both first and third party losses, so you will see both “property” and “liability” exclusions.

A final note – as I mentioned at the beginning of this article, this is just a brief look at a very complex and far-reaching policy.  
And most carriers hive their own versions of this coverage.  It is essential to take your time, and read the policies carefully.  There 
are terms that are not found anywhere else in our policies that we write on a daily basis.  Terms like “ransomware”, “e-commerce 
incident”, “negative publicity”, “public relations expenses”, etc. are good examples.  Also, the definition of some critical terms like 
“loss”, “wrongful acts”, electronic data”, and the like have different meanings from our day to day policies.  If you have a favorite 
cyber policy, it would be a great idea to make a serious and thoughtful study of that policy to make sure you are providing your 
client with the proper coverage.
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